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The “networked BMW” of the future recognises drivers by their face
Research project: biometric personal identification
Munich. A critical element in the exceptional levels of comfort on board a premium vehicle is the degree of individualisation. Playing a leading role – alongside high-class looks and quality – in achieving this individualisation is the scope for personalisation of the ergonomic, control, seat and infotainment functions. Drivers of luxury models are already able to store these settings on their car key. Like a PIN number or password, a key can of course be passed on to other people. Biometric properties, on the other hand, cannot: physical features are unique. In order to find a way to guarantee independence from the key and thus also ensure protection of personal data, the BMW Group is conducting intensive research into the potential of video-based personal identification. This biometric authentication process builds on the existing concept of key personalisation, but identifies the driver unequivocally by distinguishing facial features. 

Without the need for any active movements – as required for a fingerprint sensor, for example – an infrared camera integrated into the vehicle scans the driver’s face as soon as he sits down in the driver’s seat. The data recorded is then cross-referenced against the facial features stored in a database. Only when the driver has been clearly identified are the comfort settings in the BMW prototype (for the seat, mirrors, steering column and radio) automatically applied to the individual involved. In the future this capability could even extend to linking up personal data – such as the driver’s personal telephone book or the navigation system’s address book – and the car’s immobiliser to the camera-based driver memory system. 

Driver to vehicle: from the first meeting to greater familiarity                  Before biometric authorisation can take place, the system has to familiarise itself with the driver by analysing the structure of his or her facial features for the first time. The processing software interprets the infrared image and surveys the distinguishing areas of the person’s face. These include the upper edges of the eye sockets, the area around the cheek bones and the sides of the mouth. The registration process sees a grid placed over the scanned image of the face in order to localise the distinguishing areas and record their position and distance from one another. These facial features are stored as a template in a database under a secret ID chosen by the driver. The comfort settings (seat, mirrors, steering column, radio programme) selected by the driver are then matched to the face and saved in the system’s memory. 

The system can store the details of any number of drivers. This means that, if approved by the driver, an unlimited list of people can be added to the database, complete with their biometric facial features and comfort settings. Every time they get into the vehicle, each person’s template is then on hand to serve as a comparison model. In the current prototypes recognition is completed in around five seconds – in the same way as the identification process took place the first time the driver sat behind the wheel. Only now, the person’s distinguishing facial features are compared with the entries in the database. For example, in vehicles which are used by several different people either privately or professionally, these biometric identification methods could in the future also allow personal information (e.g. a telephone book and navigation destinations) or even sensitive data, such as the PIN number for a SIM card, to be assigned clearly and securely to the driver concerned. 

The biggest challenge: light               

                                      
In contrast to the development of video-based personal identification systems for use inside buildings, the BMW Group development engineers have to contend with constantly changing light conditions – over which they have little control – in adapting the process for vehicles. For example, sun shining onto the vehicle from the side casts an intense shadow over the driver’s face, making it tricky to identify. And when beaming in from the front, the sun can cause distortion and therefore dazzling of the camera. Minimising these external influences to allow the system to function correctly represents the biggest challenge in ensuring that video-based personal identification technology is sufficiently robust for use in series-produced vehicles.
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